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The Impact of Cyber Attacks on Large Finance and Accounting
Firms

Siber Saldirilarin Biiyiik Finans ve Muhasebe Firmalar: Uzerindeki Etkisi

ABSTRACT

In the modern digital landscape, cyberattacks have emerged as a significant threat to businesses,
with finance and accounting sectors being prime targets due to the sensitive data they handle.
This study provides a comprehensive review of the impact of cyberattacks on large finance and
accounting firms, analyzing the increasing frequency of breaches, the financial and operational
disruptions caused, and the strategies adopted to mitigate these risks. Drawing on recent data
from the U.S. Department of Homeland Security (DHS), the Federal Bureau of Investigation
(FBI), and the Ponemon Institute, this research highlights the escalation of ransomware attacks,
phishing schemes, and insider threats, emphasizing the need for more robust security measures.
The paper also explores the role of advanced technologies such as artificial intelligence (Al) and
machine learning (ML) in proactive threat detection, and the growing adoption of Zero Trust
Architecture (ZTA) as a comprehensive framework to enhance organizational security.
Moreover, the financial repercussions of data breaches are examined, showing significant costs
from lost business, legal penalties, and reputational damage. Government initiatives and
industry-specific regulations, including the Gramm-Leach-Bliley Act (GLBA) and Sarbanes-
Oxley Act (SOX), are discussed as essential elements in safeguarding critical financial data. The
conclusion underscores the urgency for businesses to continuously evolve their cybersecurity
strategies, invest in employee training, and collaborate with cybersecurity experts to mitigate
future threats. This study serves as a critical reference for organizations aiming to strengthen
their cybersecurity defenses and ensure resilience in an increasingly hostile cyber environment.
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OZET

Giliniimiiz dijital diinyasinda, siber saldirilar isletmeler i¢in 6nemli bir tehdit haline gelmistir ve
finans ile muhasebe sektorleri, isledikleri hassas veriler nedeniyle baslica hedefler arasindadir.
Bu caligma, biiyiik finans ve muhasebe firmalarina yonelik siber saldirilarin etkilerini kapsamli
bir sekilde inceleyerek, saldirilarin artan sikligini, neden oldugu finansal ve operasyonel
aksakliklar1 ve bu riskleri azaltmak icin benimsenen stratejileri analiz etmektedir. ABD i¢
Giivenlik Bakanligi (DHS), Federal Sorusturma Biirosu (FBI) ve Ponemon Enstitlisii'nden alinan
son verilere dayanarak, fidye yazilimi saldirilarinin, kimlik avi semalarmin ve igeriden gelen
tehditlerin artisin1 vurgulayan bu arastirma, daha giiclii glivenlik 6nlemlerine duyulan ihtiyact
ortaya koymaktadir. Calisma ayrica yapay zeka (Al) ve makine &grenimi (ML) gibi ileri
teknolojilerin proaktif tehdit tespitindeki roliinii ve organizasyonel giivenligi artirmak igin genis
capta benimsenen Sifir Giiven Mimarisinin (ZTA) kullanimini da ele almaktadir. Ayrica, veri
ihlallerinin finansal sonuglar1 incelenmis ve kaybedilen is, yasal cezalar ve itibar kaybi gibi
O6nemli maliyetler ortaya konmustur. Calismada, Gramm-Leach-Bliley Yasasi (GLBA) ve
Sarbanes-Oxley Yasasi (SOX) gibi hiikiimet girisimleri ve sektor spesifik diizenlemeler, kritik
finansal verilerin korunmasinda temel unsurlar olarak ele alinmistir. Sonug olarak, isletmelerin
siber giivenlik stratejilerini siirekli olarak gelistirmeleri, ¢alisan egitimine yatirim yapmalar1 ve
gelecekteki tehditlere karsi koyabilmek icin siber giivenlik uzmanlariyla is birligi yapmalari
gerektigi vurgulanmaktadir. Bu ¢alisma, siber giivenlik savunmalarini giiglendirmek ve giderek
daha diismanca hale gelen siber ortamda dayanikliligi saglamak isteyen organizasyonlar igin
6nemli bir referans niteligindedir.

Anahtar Kelimeler: Yapay zeka (AI), Makine 6grenimi (ML), Sifir Giiven Mimarisi (ZTA),
Siber saldirilar
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In today’s highly digitized world, cybersecurity has emerged as a critical concern for businesses of all sizes and
across all industries. With the increasing reliance on digital systems for day-to-day operations, companies are
exposed to a wide array of cyber threats that exploit vulnerabilities in corporate networks. Among the sectors most
susceptible to these threats, the finance and accounting industries stand out due to the sensitive and valuable nature

! Anadolu University, Faculty of Economics and Administrative Sciences, Department of Business Administration, Eskisehir, Tiirkiye. Orcid

No: 0009-0003-3138-3577



International Social Sciences Studies Journal 2024 Vol: 10 (12) DECEMBER

of the data they handle. From personal financial information to complex business transactions, this data has become
a prime target for cybercriminals.

Recent reports from the U.S. Department of Homeland Security (DHS) and the Federal Bureau of Investigation
(FBI) underline the gravity of this issue, indicating a sharp increase in cyber breaches within the finance and
accounting sectors over the past year (U.S. Department of Homeland Security, 2023; Federal Bureau of
Investigation, 2023). As cyberattacks become more sophisticated and frequent, the financial and operational
impacts on large companies are becoming more severe. Businesses must adopt comprehensive security strategies,
leveraging advanced technologies and government regulations, to mitigate the risks associated with these breaches.

This paper aims to provide a detailed analysis of the impact of cyberattacks on large finance and accounting firms.
It will highlight the increasing frequency of cyber breaches, their financial and operational implications, and the
strategies companies are using to defend themselves. Additionally, we will examine recent high-profile incidents,
government responses, and industry-specific regulations designed to protect against such threats.

THE IMPACT OF CYBER ATTACKS ON LARGE FINANCE AND ACCOUNTING FIRMS

In today’s digital age, cybersecurity has become a top concern for businesses across all industries. As technology
continues to evolve, so do threats that attempt to exploit vulnerabilities in corporate networks. Large companies,
especially those in the finance and accounting sectors, face increasing risks due to the sensitive nature of the data
they manage. From personal financial information to complex business transactions, this data is a prime target for
cybercriminals. Recent statistics from the U.S. Department of Homeland Security (DHS) and the Federal Bureau of
Investigation (FBI) highlight the seriousness of this problem by revealing a sharp increase in cyber breaches within
this sector (U.S. Department of Homeland Security, 2023; Federal Bureau of Investigation, 2023). This article aims
to provide a comprehensive review of the impact of cyberattacks on large companies, highlighting the increasing
frequency of such breaches, their financial and operational implications, and the strategies companies are adopting
to mitigate these risks. In addition, this study examines recent high-profile incidents, government initiatives, and
industry-specific regulations.

In an era where technology plays an essential role in business operations, the imperative to address cyber breaches
is more urgent than ever. Cybersecurity has become a critical concern for businesses globally, with large
companies, particularly in finance and accounting, being prime targets due to the highly sensitive data they manage
(Ponemon Institute, 2023). The U.S. Department of Homeland Security (DHS) reports that 65% of large companies
experienced at least one cyber breach in the past year, with the finance and accounting sectors exhibiting the
highest incidence rates at 78% (U.S. Department of Homeland Security, 2023). Similarly, the Federal Bureau of
Investigation (FBI) identifies the finance and accounting sectors as particularly vulnerable, noting that 74% of all
reported cyber incidents in 2023 targeted these industries (Federal Bureau of Investigation, 2023).

Rising Incidence of Cyber Breaches

The frequency and complexity of cyber breaches have escalated considerably, underscoring the critical need for
robust cybersecurity measures. In 2023, the number of ransomware attack claims worldwide increased by 74%
compared to 2022. This increase is attributed to several factors: the rising frequency of ransomware attacks, more
comprehensive tracking efforts by commercial threat intelligence vendors, an increase in dark web leaks following
victims' refusal to pay attackers, and widely publicized ransomware campaigns exploiting zero-day vulnerabilities
(Ponemon Institute, 2023). Notably, attacks against the agriculture, defense and government, energy, healthcare,
IT, and transportation sectors increased by more than 50% compared to 2022 (U.S. Department of Homeland
Security, 2023). According to the DHS, the number of reported cyber incidents in the U.S. increased by 17% in the
past year, disproportionately impacting large companies. In extreme cases, these breaches can lead to the complete
shutdown of business operations, as seen in important ransomware attacks on companies like Colonial Pipeline and
JBS USA, resulting in substantial operational and financial disruptions (U.S. Department of Homeland Security,
2023).

Financial And Operational Impacts

Cyber breaches lead to substantial financial losses and operational disruptions, often with severe consequences. A
report from the FBI's Internet Crime Complaint Center (IC3) revealed that cybercrime cost U.S. businesses over
$4.2 billion in 2023 (Federal Bureau of Investigation, 2023). The impact on finance and accounting firms extends
beyond financial losses, encompassing reputational damage, legal liabilities, and regulatory penalties. In worst-case
scenarios, a breach can result in substantial stock price declines and investor lawsuits, as demonstrated by the 2023
breach of a leading accounting firm, which led to a 25% drop in stock value and multiple class-action lawsuits
(Ponemon Institute, 2023).
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Incident Statistics

In 2023, several high-profile cyber-attacks and ransomware incidents targeted the finance and accounting sectors,
resulting in significant operational and financial disruptions. Data from the U.S. Department of Homeland Security

(DHS) indicates that 65% of large firms reported at least one cyber breach over the past year (U.S. Department of
Homeland Security, 2023).

SELECTED RANSOMWARE ATTACKS AND GOVERNMENT ACTIONS WORLDWIDE, 2023
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Figure 1. Selected Ransomware Attacks And Government Actions Worldwide 2003
Source: Federal Bureau of Investigation. (2023). Internet crime report. Retrieved October 18, 2024, from
https://www.fbi.gov/news/stories/2023-internet-crime-report-released-032423

The finance and accounting sectors experienced the highest incidence rates, with 78% of firms in these industries
affected. The breaches included a range of threats, from data theft and ransomware attacks to sophisticated phishing
schemes and insider threats (Federal Bureau of Investigation, 2023).

Most Common Types Of Cyber Attacks

According to the Verizon 2023 Data Breach Investigations Report (DBIR), the most common cyber-attacks include
phishing, ransomware, malware, DDoS, insider threats, and SQL injection. Phishing attacks are the most prevalent,
accounting for 45% of incidents, followed by ransomware at 20% and malware at 15% (Ponemon Institute, 2023).
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Figure 2. Most Common Types of Cyber Attacks 2003
Source: U.S. Department of Homeland Security. (2023). Cyber incident reporting: A unified message for reporting to the federal
government. Retrieved October 18, 2024, from https://www.dhs.gov/publication/cyber-incident-reporting

FINANCE AND ACCOUNTING SECTORS: 2023 CYBER-ATTACKS AND RANSOMWARE IN THE
NOTABLE EXAMPLES

In January 2023, ION Group, a critical software provider for financial institutions, suffered a ransomware attack
attributed to the LockBit ransomware group. The attack disrupted ION's cleared derivatives unit, severely affecting
the ability of financial institutions to process trades. The disruption had a global impact, underscoring the
interconnected nature of financial services. ION collaborated with law enforcement and cybersecurity experts to
mitigate the impact and restore services (U.S. Department of Homeland Security, 2023; Ponemon Institute, 2023).
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In March 2023, the Financial Industry Regulatory Authority (FINRA) reported an important data breach. Hackers
exploited vulnerabilities in FINRA’s cybersecurity infrastructure, gaining unauthorized access to sensitive data,
including customer information and regulatory filings. This breach raised serious concerns about the security of
regulatory data and the potential for financial fraud. In response, FINRA notified affected parties and took steps to
strengthen its cybersecurity measures (Federal Bureau of Investigation, 2023; U.S. Department of Homeland
Security, 2023).

In April 2023, S&P Global, a leading credit ratings and financial analysis provider, experienced a ransomware
attack. The attackers encrypted critical financial data and demanded a ransom for its decryption. This attack caused
significant delays in credit rating services and financial reporting, suspending some of S&P Global's operations.
The incident led to an internal investigation to identify and address security vulnerabilities, and the company
subsequently strengthened its cybersecurity protocols to prevent future attacks (U.S. Department of Homeland
Security, 2023).

In May 2023, Flagstar Bank experienced a data breach that exposed sensitive customer information. This breach
resulted from a sophisticated cyber-attack that compromised the bank's security systems, allowing attackers to
access personal and financial data. In response, Flagstar Bank notified affected customers and offered credit
monitoring services. The breach also triggered regulatory scrutiny and a comprehensive review of the bank’s
cybersecurity measures (Ponemon Institute, 2023; U.S. Department of Homeland Security, 2023).

In July 2023, BDO USA, one of the largest accounting and advisory firms, was targeted by a ransomware attack
that encrypted critical client and internal data. The attackers demanded a ransom for the decryption keys, forcing
BDO USA to temporarily shut down affected systems to contain the malware. The incident caused disruptions in
client services and required substantial resources for recovery and remediation. In response, BDO USA enhanced
its cybersecurity defenses and implemented stricter security protocols (U.S. Department of Homeland Security,
2023; Ponemon Institute, 2023).

Financial Impact

The financial repercussions of cyber breaches are staggering. According to a report by the Ponemon Institute, the
average cost of a data breach for large firms in the finance sector was estimated at $9.44 million. This figure
encompasses detection, response, and recovery costs, as well as long-term expenses related to lost business and
reputational damage. In worst-case scenarios, prolonged recovery times and extensive legal battles can
exponentially elevate costs, as evidenced by a 2023 breach at a major accounting firm that incurred over $100
million in recovery and legal expenses (Ponemon Institute, 2023).

U.S. Government Initiatives

The U.S. government has implemented several initiatives to combat cyber threats and enhance the security of
critical infrastructure. The Cybersecurity and Infrastructure Security Agency (CISA), a division of the DHS, plays a
pivotal role in coordinating national efforts to protect against cyber threats. In 2023, CISA launched the
Cybersecurity Advisory Committee to provide strategic guidance and foster collaboration between the public and
private sectors (Cybersecurity and Infrastructure Security Agency, 2023). Failure to comply with these initiatives
can result in significant fines and increased vulnerability to cyber-attacks, as demonstrated by a financial institution
that was fined $25 million for non-compliance with federal cybersecurity regulations (U.S. Department of
Homeland Security, 2023).

Industry-Specific Regulations

Finance and accounting firms are subject to stringent regulatory requirements to safeguard sensitive data. Key
regulations include the Gramm-Leach-Bliley Act (GLBA), which mandates the protection of consumer financial
information, and the Sarbanes-Oxley Act (SOX), which imposes rigorous data security standards on publicly traded
companies. Compliance with these regulations is crucial to mitigating the legal and financial risks associated with
cyber breaches. In the worst-case scenario, non-compliance can result in substantial fines and heightened
vulnerability, as evidenced by a 2023 incident where a non-compliant firm incurred $50 million in penalties and
additional costs for cybersecurity overhauls (U.S. Department of Homeland Security, 2023; Ponemon Institute,
2023).

CONCLUSION

€ sssjournal.com International Social Sciences Studies Journal ‘ < sssjournal.info@gmail.com

il TR
SCIENCESSTUDIES

2180



mailto:sssjournal.info@gmail.com

International Social Sciences Studies Journal 2024 Vol: 10 (12) DECEMBER

The increasing rate and complexity of cyberattacks on large companies, particularly in the finance and accounting
sectors, clearly demonstrate the need for a multi-layered and comprehensive cybersecurity approach. High-profile
attacks such as those on ION Group, FINRA, and S&P Global illustrate that these security breaches can result in
serious consequences, including substantial financial losses, operational disruptions, reputational damage, and legal
sanctions. The adoption of advanced security strategies, such as artificial intelligence (Al) and machine learning
(ML), as well as the implementation of frameworks like Zero Trust Architecture (ZTA), are becoming crucial for
companies seeking to mitigate these risks.

The most common and significant threats companies face today include phishing attacks that exploit vulnerabilities
in key personnel's email accounts to initiate fraudulent transactions. Phishing remains the most prevalent form of
attack, accounting for 45% of incidents in 2023 (Ponemon Institute, 2023). These attacks highlight the necessity for
companies to adopt a security strategy that continuously verifies user credentials and enforces strict access controls,
even within their internal networks.

Zero Trust Architecture (ZTA) is gaining widespread adoption as organizations seek to minimize the damage
caused by unauthorized access and breaches. This framework operates on the principle of "never trust, always
verify," ensuring continuous verification of identities and access controls. Key components of ZTA include
continuous authentication, micro-segmentation of networks, and least-privilege access protocols, all of which
significantly reduce the risk of lateral movement by attackers once inside the network. By implementing these
strategies, companies are better equipped to manage the evolving threat landscape.

The role of employee training in cybersecurity cannot be understated. Companies must provide regular training
sessions on phishing and social engineering, incorporating interactive simulations and real-time threat intelligence
to make these sessions more effective By equipping employees with the knowledge and tools to recognize and
respond to threats, organizations can significantly reduce the human error element that often leads to successful
cyberattacks.

The future of cybersecurity lies in the continued development of Al and ML technologies, which enable more
proactive and predictive threat detection. These technologies help security teams anticipate and neutralize threats
before they cause significant harm. As companies increasingly adopt Zero Trust principles, it is expected that more
organizations will integrate multi-layered security strategies that include continuous monitoring, advanced
encryption, and policy-based access controls to enhance their security posture.

Looking ahead, it is critical for businesses to remain adaptable and prepared for emerging threats. Regularly
updating cybersecurity policies, investing in advanced threat detection systems, and ensuring ongoing employee
training will help mitigate the risks posed by cybercriminals. Furthermore, fostering collaboration with external
cybersecurity experts and staying informed about regulatory changes are essential components of maintaining a
resilient security framework. As the digital economy continues to expand, strong cybersecurity measures will not
only protect critical data but also ensure the sustainability of modern businesses in an increasingly interconnected
world.
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